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Grangetown Primary School – Enjoy~Respect~Achieve 

 

Online Safety - Curriculum ‘End-Points’ by Yeargroup  
 

 
 
By the end of Y1 

 Describe how to behave online in ways that do not upset others and can give examples. 

 Recognise that information can stay online and could be copied. 

 Describe how to get help from a trusted adult if they see content that makes them feel sad, 
uncomfortable worried or frightened. 

 Explain why it is important to always ask a trusted adult before sharing any personal information online, 
belonging to themselves or others. 

 Explain rules to keep themselves safe when using technology both in and beyond the home. 

 Explain why work they create using technology belongs to them. 
 
By the end of Y2 

 Explain how other people may look and act differently online and offline. 

 Give examples of how someone might use technology to communicate with others they don’t also know 
offline and explain why this might be risky. 

 Explain what bullying is, how people may bully others and how bullying can make someone feel. 

 Describe how anyone’s online information could be seen by others. 

 Use simple keywords in search engines.  

 Describe and explain some rules for keeping personal information private (e.g. creating and protecting 
passwords). 

 Explain simple guidance for using technology in different environments and settings, e.g. accessing 
online technologies in public places and the home environment.  

 Recognise that content on the internet may belong to other people. 
 

By the end of Y3 

 Explain ways in which someone might change their identity depending on what they are doing online and 
why.  

 Explain what it means to ‘know someone’ online and why this might be different from knowing someone 
offline.  

 Describe appropriate ways to behave towards other people online and why this is important. 

 Explain who someone can ask if they are unsure about putting something online. 

 Demonstrate how to use key phrases in search engines to gather accurate information online. 

 Give reasons why someone should only share information with people they choose to and can trust. 

 Explain why spending too much time using technology can sometimes have a negative impact on anyone, 
e.g. mood, sleep, body, relationships. 

 Explain why copying someone else’s work from the internet without permission isn’t fair and can explain 
what problems this might cause. 
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By the end of Y4 

 Explain how their online identity can be different to their offline identity. 

 Describe positive ways for someone to interact with others online and understand how this will 
positively impact on how others perceive them. 

 Explain why people need to think carefully about how content they post might affect others, their 
feelings and how it may affect how others feel about them (their reputation). 

 Describe how to find out information about others by searching online. 

 Analyse information to make a judgement about probable accuracy and understand why it is important 
to make their own decisions regarding content and that their decisions are respected by others. 

 Describe strategies for keeping personal information private, depending on context. 

 Explain how using technology can be a distraction from other things, in both a positive and negative way. 

 Explain why they need to consider who own content on the Internet it and whether they have the right 
to reuse it. 

By the end of Y5 

 Explain what app permissions are and can give some examples. 

 Demonstrate how to make responsible choices about having an online identity, depending on context. 

 Demonstrate how to support others (including those who are having difficulties) online. 

 Recognise online bullying can be different to bullying in the physical world and can describe some of 
those differences. 

 Describe ways that information about anyone online can be used by others to make judgments about an 
individual and why these may be incorrect. 

 Explain key concepts including; information, reviews, fact, opinion, belief, validity, reliability and 
evidence. 

 Describe ways technology can affect health and well-being both positively (e.g. mindfulness apps) and 
negatively and describe some strategies, tips or advice to promote health and wellbeing with regards to 
technology.  

 Assess and justify when it is acceptable to use the work of others. 
 
By the end of Y6 

 Identify and critically evaluate online content relating to gender, race, religion, disability, culture and 
other groups, and explain why it is important to challenge and reject inappropriate representations 
online. 

 Explain that taking or sharing inappropriate images of someone (e.g. embarrassing images), even if they 
say it is okay, may have an impact for the sharer and others; and who can help if someone is worried 
about this. 

 Explain how someone would report online bullying in different contexts. 

 Explain strategies anyone can use to protect their ‘digital personality’ and online reputation, including 
degrees of anonymity. 

 Explain how and why some people may present ‘opinions’ as ‘facts’; why the popularity of an opinion or 
the personalities of those promoting it does not necessarily make it true, fair or perhaps even legal.  

 Explain what to do if a password is shared, lost or stolen. 

 Describe how and why people should keep their software and apps up to date, e.g. auto updates. 

 Describe common systems that regulate age related content (e.g. PEGI, BBFC, parental warnings) and 
describe their purpose. 

 Recognise and can discuss the pressures that technology can place on someone and how/when they 
could manage this. 
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